ASR_Understanding_Recent_Cyberlaw_Lawsuits_and_Developments_ptr.qxp

With more businesses creating a presence on the Internet and
utilizing e-commerce, it is no surprise that cyberlaw issues
have moved to the forefront. New data breach security measures have been enacted, companies are reevaluating how they
store and manage electronic data, and major corporations like
Google are facing cyber attacks and costly lawsuits. How
have cyber threats continued to evolve? What challenges do
attorneys face in helping clients protect IP online? How can
companies prevent online data theft and comply with new
regulations? Understanding Recent Cyberlaw Lawsuits and
Developments provides feedback from some of the nation’s
leading legal minds on evolving cyber security concerns and
the impact felt by corporations. These experts also discuss the
role of government and the use of public-private partnerships
in defending against cyberspace threats. This report offers
readers an on-the-spot look at this issue as it continues to
unfold.
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Cyber Security
As stated in President Obama’s Cyberspace Policy Review, “Threats to
cyberspace pose one of the most serious economic and national security
challenges of the 21st century for the United States and our allies.” See
President’s Report, Cyberspace Policy Review: Assuring a Trusted and Resilient
Information and Communications Infrastructure, i (May 2009). It is well
recognized that partnerships of government, corporate, and private sector
stakeholders (i.e., public-private partnerships) are vital to any successful
response strategy. Statement of David Z. Bodenheimer Esq., Before the House
Armed Services Committee’s Subcommittee on Terrorism, Unconventional Threats and
Capabilities (February 25, 2010). What is less recognized, however, is the
emerging role of the bar as a key member of these partnerships.
Public-private sector partnerships have long been part of our national
security strategy. For example, the United States military has collaborated
with private industry to develop weapons technology. Such traditional
public-private partnerships have been successful and have had a singular
focus—technology development. However, the economic and national
security challenges posed by threats to cyberspace raise not only technical
issues, but also many new and complex legal issues.
For example, communications privacy concerns can arise because of
collecting network measurement data. Liability concerns can arise because
of deploying technology that fails to prevent a cyber security breach. And
contract law issues can arise as a consequence of publishing network
software vulnerabilities. These are but a few examples of the types of legal
issues that require forethought in dealing with cyberspace threats.
Effective partnerships for defending against cyberspace threats must
include the regulatory, legislative, and investigative powers of the U.S.
government, along with the systems, technology, and technical innovations
created by industry. Intelligence and National Security Alliance (INSA),
Addressing Cyber Security Through Public-Private Partnership: An Analysis of
Existing Models, 6 (November 2009). These partnerships must also include,
however, members of the bar. Thought leaders from law schools, law firms,
corporate legal departments, the judiciary, and other legal quarters must
contribute as new legal questions are created where government and
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industry roles intersect. This chapter offers perspectives on some of these
intersections.
Intellectual property (IP) is fundamental to developing a successful national
strategy for securing our cyber infrastructure. IP theft, discussed more fully
below, is consistently cited as one of our key vulnerabilities to cyber
criminals. IP alignment must be pursued by cyber infrastructure providers,
especially smaller companies, if they are to remain economically viable. IP
protection and commercialization are key incentives for continued cyber
technology innovation. Maintaining IP value is critical for niche cyber
technology providers positioning themselves for funding or acquisitions.
IP Theft
As noted in the Cyber Policy Review, “Our digital infrastructure has already
suffered intrusions that have allowed criminals to steal hundreds of millions
of dollars and nation-states and other entities to steal intellectual property
and sensitive military information.” President’s Report, Cyberspace Policy
Review: Assuring a Trusted and Resilient Information and Communications
Infrastructure, i (May 2009). In addition to money and IP, these (network)
intrusions compromise significant amounts of sensitive consumer data.
2010 Data Breach Investigations Report, a study conducted by Verizon risk team
in cooperation with the United States Secret Service, 8. Although
responding to infrastructure intrusions is largely a function of technology,
these responses raise other important IP issues.
Among the tools for countering network intrusions are intrusion detection
and prevention systems (IDPS). 2010 Data Breach Investigations Report, a study
conducted by Verizon risk team in cooperation with the United States
Secret Service, 8. Innovative private sector companies that provide IDPS
tools, as well as similarly effective computer security and data security tools,
must be careful to create product development and IP protection strategies
that enhance their shareholders’ value. A successful strategy addresses a
number of considerations.
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IP Alignment
Early in the product-planning phase, it is important that private sector
partners know that they are free to operate their technology without the risk
of patent infringement. This freedom can be promoted through a freedom to
operate (FTO) search. An FTO search can determine whether aspects of a
technology or product likely infringe the claims of issued patents or pending
patent applications.
Equally important, however, is that the private sector partners are aware of
pending cyber security legislation that, upon passage, might affect final
product design or the value of related IP. For example, proposed legislation
could impose new security standards that all products purchased by
government entities would be required to meet. If considered early enough in
the design cycle, designs can be changed so that the final product will comply.
In addition, the company’s overall IP strategy can be tailored to capture these
forward-looking design choices. If these considerations are undertaken later
in a product design cycle, redesigning products to satisfy the new standards
could be costly, and the value of their related IP could be diminished.
As an example, the Protecting Cyberspace as a National Asset Act S. 3480,
111th Cong. (2010) (S. 3480) is a bill that will amend the Homeland Security
Act of 2002. Its purpose is to enhance the security of Federal systems and
protect our cyber and communications infrastructure from a cyber attack.
On June 24, 2010, S. 3480 was reported by committee. On the same day, the
heads of Cisco, IBM, and Oracle formally raised concerns about this bill. In a
letter to its main sponsors, they noted:
While well intentioned, it ultimately puts U.S. critical
infrastructure at increased risk by threatening the intellectual
property of American companies that create the IT that
operates the vast majority of U.S. government and privatesector critical networks and systems. Open letter to Senator
Joseph Lieberman and Senator Susan Collins, from the chief
executive officers (CEOs) of Cisco Systems, IBM, and
Oracle (June 24, 2010) (hereinafter open letter).
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They went on to say, “… software and hardware companies who do
business with the government … would have to change their designs and
products to comply.” Open letter.
While the sponsors of S. 3480 responded forcefully, stating that the heads
of these companies misunderstood and mischaracterized the bill, this issue
highlights the critical importance that private-sector partners are aware of
proposed cyber security legislation. Dorobek INSIDER: Throwing elbows over
cyber-security legislation (July 7, 2010).
An awareness of proposed legislation, however, can work both ways. That
is, legislation can also spur innovation by creating previously non-existent
technology advancements to develop and tailor new products that conform
to the new legislative requirements. Forward-looking companies might also
be able to expand aspects of existing products, and related IP, into these
new niche areas.
Our electric grid, for example, is “… plagued with security holes that could
allow intruders to redirect power delivery and steal data.” Siobhan Gorman,
Grid Is Vulnerable to Cyber-Attacks, THE WALL STREET JOURNAL, WSJ.com,
(August 3, 2010). In fact, Central Intelligence Agency director Leon Panetta
recently stated, “The next Pearl Harbor is likely to be a cyber attack going
after our grid … and that can literally cripple this country.” H. Silliman,
CIA Director tells Cap-to-Cap delegates: Cyber attack could be next “Pearl Harbor,”
SACRAMENTO PRESS, (April 2, 2010). For aware companies, fixing these
vulnerabilities can offer significant innovation opportunities.
Legislative initiatives to modernize and securitize our electric power grid
represent great opportunities for energy-related innovations. And many
such reforms have been proposed. One such reform is the Grid Reliability
and Infrastructure Defense Act H.R. 5026 111th Cong. (2010), or the “Grid
Act.”
The Grid Act, if passed, would pave the way for badly needed
improvements in our electrical distribution system. More specifically, it
would authorize the Federal Energy Regulatory Commission (FERC) to
identify and protect against electric power grid vulnerabilities. With these
types of reforms, according to the Energy Innovation Project:

By Theodore A. Wood, Susan W. Brenner, and Leo L. Clarke

America’s electric transmission networks can become the
enablers of rapid technological innovations in electric
power generation, and also innovations on both sides of
the meters connecting local utilities and their customers.
M. Willrich, Electricity Transmission Policy for America:
Enabling a Smart Grid, End-to-End, Industrial Performance
Center Massachusetts Institute of Technology, Energy
Innovation Working Papers, 8 (July 2009).
There are many initiatives in the legislative pipeline designed to protect the
electric grid from cyber threats—setting the stage for extraordinary
innovation opportunities. The utility investment dollars spent by utilities in
related technologies, such as Smart Grid alone, are rumored to be as high as
$21 billion by 2015. K. Coleman, Protecting the SMART Grid From Cyber
Attack, DEFENSE TECH (June 17, 2010). Given the severity of the threat,
the need for innovation, and the availability of funding, high-tech
companies would be well counseled to closely monitor grid-related
legislative developments. This counseling would apply to other technology
areas, as well. The rewards could be game-changing.
IP Protection and Commercialization
Product design having been solidified, company leaders must collaborate to
build an IP strategy that is aligned with their core business focus. They must
decide, among other things, whether their cyber security technology IP will
be more product-protection-focused (defensive) or more licensing- or
litigation-focused (offensive).
A defensive strategy is primarily focused on protecting the company’s core
products and inventions, creating barriers to entry for competitors. An
offensive strategy, on the other hand, creates robust licensing opportunities
by focusing an IP portfolio on a competitor’s products and technology—
restricting its ability to improve its products or use its technology. See E.
Kessler and T. Wood, Why Continue to Invest in Patents?, BLOOMBERG IP
LAW REPORTS, Vol. 4, No. 12 (March 24, 2010).
Once the IP strategy has been established, a company must develop a
program to identify, protect, and manage its IP assets.

Cyber Security, Intellectual Property, and New Cyberspace Threats

For some innovations, patents will provide the best approach for
protection. Patents, created in accordance with U.S. patent laws and
statutes, are a grant of exclusive rights from the government and prohibit
others from making and using an invention. Patents generally provide more
effective IP protection where innovations could likely be discovered, or
reverse-engineered by a competitor, and subsequently exploited.
Other innovations are better protected if they are held as trade secrets.
Trade secret protection may be a more effective strategy where patents, or
other IP protection, are not available. Trade secret protection might also be
more effective in cases where detecting patent infringement will be difficult.
In these instances, information that is not generally known and that offers a
business a competitive advantage can be protected by trade secrets.
Generally, trade secrets must be treated as confidential in accordance with
applicable state laws.
In some cases, a mix of patents, trade secrets, copyrights, and trademarks
will provide the greatest value. Most companies, especially those with the
financial resources, pursue a strategy of procuring and maintaining quality
patents for use in the defensive or offensive roles discussed above.
IP Value
Business acquisitions relating to cyber security are part of an emerging trend
among larger private-sector partners (e.g., defense contractors), such as
Lockheed Martin, Northrop Grumman, and others, who desire to move
into the cyber security space. Such companies have concluded that it is
better to acquire a niche provider than to innovate. M. Keegan, Cyber
Security Spending by Obama Administration Will Drive Defense Industry Wave of
Acquisitions in 2010, THE WALL STREET TRANSCRIPT (August 2, 2010). Not
surprisingly, many of the smaller niche providers are attempting to position
themselves to be acquired by these larger private-sector partners as a path
to funding and commercialization of their innovations. An important factor
in this positioning process is the niche provider’s IP. For some of these
niche companies, IP may be their most valuable assets.
A crucial component to any acquisition, investment, or private placement is
a carefully focused due diligence analysis of IP to be acquired. A due
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diligence analysis will help identify the IP assets, confirm ownership, assess
scope of protection, and uncover potential validity and enforceability issues.
A company’s value can be substantially diminished if its key technology,
products, or services are not properly protected or, worse, infringe a third
party’s patent. In cases where this has happened, companies can change
their design (i.e., design around) so that they no longer infringe. Companies
seeking cooperative solutions can also attempt to negotiate a license to a
potentially infringed patent. Companies looking for a more adversarial
approach can seek to invalidate the third-party patent through mechanisms
such as patent reexamination.
Additional Legislation Needed
As the frequency and significance of cyber attacks to our cyber
infrastructure increase, the corresponding harms will also increase. Hightech companies, for example, are increasingly being targeted. Google
recently suffered a “highly sophisticated” and targeted cyber attack on its
corporate infrastructure originating from China. See The Official Google
Blog, A New Approach to China (January 12, 2010), http://google
blog.blogspot.com/2010/01/new-approach-to-china.html. The attack
resulted in the theft of intellectual property from Google. Id.
Cyber criminals have also recently targeted sensitive information and
applications on smartphones. B. Acohido, Cybercrooks use Web apps to infiltrate
smartphones, USA TODAY (August 3, 2010). Wallpapers, available for
downloading to smartphones, have been found to include software that
enables a hacker to harvest valuable personal data from the phone. Id.
As a consequence of the increased frequency and significance of cyber
attacks, claims will arise; lawsuits will emerge; and liability will be assigned.
Some of these claims will arise out of, and relate to, acts of cyber crimes
where cyberspace defense technologies are in use. These liabilities could
discourage potential private-sector partners from participating in, sharing
information on, and encouraging cyberspace innovations. As a result, our
ability to counter cyber threats could be diminished. Therefore, additional
legislation may be needed to limit these liabilities or to provide safe harbors
for their use.
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These liability limitations already exist for claims related to acts of terrorism
where “qualified anti-terrorism technologies” are in use. These liability
limitations are provided by the SAFETY Act. The SAFETY Act was
created to encourage information sharing and to encourage companies to
develop terrorism-fighting technology by providing litigation and risk
management safeguards. The SAFETY Act applies to qualified “antiterrorism” technologies that are sold to the federal and state governments
and in purely commercial sales. See Department of Homeland Security
(DHS), Protecting You, Protecting Us, Support Anti-terrorism by Fostering
Effective Technologies (SAFETY) Act of 2002, http://www.safetyact.gov.
The SAFETY Act was created after the attacks of 9/11 in response to the
increased cost of insurance. Its objective was to provide incentives to
encourage innovation and manufacture of products designated as
“Qualified Antiterrorism Technologies” by DHS. But the SAFETY Act
applies only to anti-terrorism technologies. It was not drafted to necessarily
apply to innovations, technology, or products related to cyber attacks
generally.
In some specific instances, lawsuits stemming from a terrorist event,
including cyber terrorism, might also be covered by the SAFETY Act.
SAFETY Act Protection for Cyber or Network Terrorism, SAFETY Act
Consultants, available at http://www.safetyactconsultants.com/safety_act_
and_cyber_terrorism (last visited August 2010). If these provisions were
better defined or legally tested, the SAFETY Act could be a more useful
tool to provide a safe harbor for cyber-related technologies and products.
Until then, new legislation is needed to extend similar liability limitations to
cyber security innovations, technologies, products, and services.
Cyberlaw and the First Amendment
The First Amendment, for example, has taken on much greater significance
in the era of the Internet.
The Internet makes it possible for anyone with access to a computer that
can access the Web to become a de-facto “publisher.” That is, anyone with
access can post whatever content they like online, where it can be read by
hundreds, thousands, or even millions of people. In 2002, a Canadian high
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school student became an international sensation after a video showing him
waving a gold ball retriever around like a Star Wars light-saber went viral.
See “Star Wars Kid,” Wikipedia, http://en.wikipedia.org/wiki/Star_
Wars_Kid. The video was viewed by millions, with estimates published in
2010 suggesting that more than 900 million people had seen it. The boy’s
family sued the families of the students who had posted the video online,
alleging various causes of action. The allegations in the lawsuit said he “‘had
to endure, and still endures … harassment and derision from his highschool mates and the public at large.’” “Star Wars Kid,” Wikipedia, supra.
In other words, what some people found amusing and even charming, the
boy who was the subject of the video—the victim, in effect—was
humiliated by it.
The boy—who became known around the globe as the “Star Wars” kid—
was a victim of Internet publication. He was one of the first “regular”
people to learn that in the era of the Internet, false information, as well as
true but embarrassing information, can be published online without the
victim’s knowledge or permission. The Internet, in a sense, makes us all
celebrities; i.e., everyone now runs some (usually slight) risk that an angry
acquaintance, a fellow employee, or a neighbor will publish information that
holds them up to ridicule or may even expose them to danger.
If someone reveals true but embarrassing information about another person
or publishes false and equally embarrassing information about the person,
the victim has little or no practical recourse. If the information is true, then
the victim generally cannot sue the perpetrator for libel. Additionally, if
there is only one posting, the victim probably cannot sue the perpetrator for
harassment or stalking because both require repeated harassing conduct
over a period of time. Even if the victim sues the perpetrator and wins, the
victim is unlikely to recover enough to cover his or her court costs and
attorney fees, let alone damages sufficient to compensate the victim for
what was done to him or her. And the same factors that make it difficult if
not impossible for victims to bring such a suit also mean there is little, if
any, chance that the victim can have the perpetrator prosecuted for what he
or she did.
Basically, the Internet has liberated information and misinformation to an
extent never seen before, which has had many benefits, but also has a dark
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side. In cases where crimes are committed in conjunction with, or because
of information or misinformation, defendants will usually try to present a
First Amendment defense.
Cyberlaw, the First Amendment, and the Courts
There is a belief by some commentators that the courts will eventually
eliminate the different standards that distinguish between “public figures”
and the rest of society for purposes of defamation, emotional distress, and
“false light” claims. Based on reluctance to deter public discourse about
matters of public interest, the Supreme Court held in New York Times Co. v.
Sullivan, 376 US 254 (1964) that a public figure must prove “actual malice”
to recover for defamation—i.e., recklessly publishing false information.
Thus, a private figure is more likely than a politician or a movie star to
recover for harm to his reputation.
It is beyond dispute that America’s nosiness has increased exponentially
since 1964. Americans have moved from the old New York Times motto “all
the news that’s fit to print” to millions of YouTube hits on matters of only
the most prurient appeal. As noted above, and as is reflected in current
public interest ad campaigns, there is a growing consensus that private and
public figures alike are personally responsible for preventing unflattering
information from reaching the Internet. A private figure who does not
protect herself can expect, given current social mores, that the ubiquitous
cell phone camera will soon post her acts, even if the published portion
places her in a false light. If that assumption is correct, we can expect that
courts will soon give both media and paparazzi defendants the benefit of
the actual malice standard in reputation cases.
Commonly Misunderstood Aspects of Cyberlaw and E-Commerce
There is significant misunderstanding by general practice attorneys, small
businesses, and the public at large about cyberlaw and e-commerce.
Attorney Misunderstandings
The most common misunderstandings of general practice attorneys arise
from their lack of exposure to IP law and their expectation that cyberspace

By Theodore A. Wood, Susan W. Brenner, and Leo L. Clarke

is regulated by federal and state statutes. Misunderstandings also arise from
their failure to appreciate the application of general legal principles to cyber
transactions. Ignorance of the basics of IP law by general practice attorneys
can lead to clients not being adequately advised to avoid IP liabilities and
protect IP assets. For example, an attorney may fail to educate his clients
that their frequent downloading of obviously copyrighted and trademarked
material constitutes copyright infringement. The attorney may also not
appreciate the need to counsel his client to take the proper steps to protect
interests in IP that the client uses in cyberspace. As just one example, Web
sites can be extremely valuable assets, but it is surprising how few
companies and lenders have confirmed and perfected their ownership rights
in all the sites’ components.
Determining IP rights in the content displayed on a Web site and in
software used to create and maintain the Web site requires thorough and
comprehensive due diligence. Generally, for each item of content (image,
text, etc.) the source must be determined: e.g., Where did the developer
obtain the photograph or artwork? Was it copyrighted? Was a license
obtained? Is it covered by a general license? For each program used in
creating and maintaining the site, there must be a license agreement or
proof that it is open source or publicware.
Another common misunderstanding of lawyers is that they often assume
the Internet and e-commerce are heavily regulated by statute or by
administrative agencies. However, the complexity of and rapid change in ecommerce and heavy lobbying by the Internet “industry” has made
regulation the exception. Even if some federal or state regulation applies,
most regulatory provisions, including IP rights, can be lost by contracts the
client has not read.
Finally, lawyers unfamiliar with cyberspace may have their attention
diverted from fundamental principles of procedural and substantive law by
the mysterious, and therefore frightening, words “patent,” “copyright,” and
“trademark.” However, judges trained in different times are prone to deal
with unfamiliar technology by analogy to “old economy” transactions and
to tort, contract, and property concepts with which they are familiar. The
complex facts and unfamiliar jargon in cyberlaw opinions often disguise the
same principles of equity that have been persuading trial judges for
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centuries. Because judges and juries tend to analogize the unfamiliar to the
familiar, technically savvy lawyers need to develop persuasive factual and
legal analogies for even the most arcane cyberlaw disputes. Those less
familiar with cyberspace are well advised to do the same.
A basic analogy in the context of a contract dispute compares terms of use
on a Web site to a sign on a wall in a store, or a written contract under glass
on a store counter. Does the mere existence of the Web page indicate any
mutual assent? Can an attorney explain file-sharing software to a judge who
grew up in the 1950s as bringing records to a sock hop or borrowing
records at the library? The latter shows that some analogies are better than
others are, and it is generally conceded that no analogy is perfect.
Client Misunderstandings
The most common misunderstanding of cyberlaw on the part of clients,
including both small businesses and individuals, is their expectation of a
practical remedy for failed transactions and their poor judgment in relying
on what they find on the Internet. Visitors to cyberspace usually expect the
law to be enforced the same way it is in traditional transactions.
Unfortunately, the complexity and explosive growth of e-commerce make it
more comparable to the Old West, where the rapid development of new
areas led to informal and inconsistent law enforcement.
To complicate matters, cyber security for big firms is deeply intertwined with
public relations concerns. A survey conducted by the U.S. Department of
Justice shows that fewer than 20 percent of cyber security incidents are
reported to law enforcement agencies. Bureau of Justice Statistics Special Report
(September 2008, Report NCJ221943). Half of the businesses reporting
incidents responded that they believed there was nothing to be gained by
reporting to law enforcement. Data suggest that some big firms have policies
that seek to prevent disclosure of their cybercrime losses, rather than seek law
enforcement assistance. Clients of these firms who discover they have been
defrauded may have to resort to civil courts for remedies.
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Cyberlaw Justice
Individuals routinely seek attorney advice related to inaccurate Internet
billing, disruptions of telephone service, and other basic concerns.
Attorneys are also consulted regarding employee theft of e-commerce
assets, unauthorized access to online bank and payment accounts, and
garden-variety investment fraud. These matters are generally resolved under
the umbrella of cyberlaw justice. Complex areas in cyberlaw include
Internet contractual terms, party liability, and discovery issues.
Complex Internet contractual terms include broad warranty disclaimers,
limitations on consequential damages, limitations on remedies, choice of
law, and forum clauses. See, for example, Amazon’s “conditions of use”
and eBay’s, “user agreement.” Such contractual terms are enforced in most
states under the theory that the parties are entitled to freedom of contract,
and no site visitor is required to deal with the site. While it is theoretically
possible that a site visitor could attempt to negotiate those terms or engage
in a traditional “battle of forms,” in a sale of goods transaction, neither
approach is economically practicable.
Second, many bad guys are neither reachable nor collectable. In an example
of party liability issues on the Internet, a seller of DVDs may be located in
Aruba, but ship from Canada. He may operate through a dummy
corporation or an alias. Even contacting him by telephone offers no
assurance of reliability. Even if it is a “legitimate” business, many Internet
merchants operate on shoestring capital and spend their profits as made.
Thus, parties to e-commerce transactions must be even more careful in
investigating creditworthiness than those in old-economy transactions. To
trust, but verify, is the only effective way of engaging in transactions unless
the counter-party is a publicly held company, an old economic entity with
known physical assets. Even if he can be located and served, litigation far
from home adds travel and other costs, and collecting that expensive
judgment will be unlikely because the bad guy will have moved his assets to
yet another hard-to-reach jurisdiction.
Third, even if the dispute is not affected by the first two points, cyberrelated litigation is still not economic unless the potential damages are large
enough to justify the expense—e.g., in six figures. Although the client is
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sure he has been swindled, proving that to an over-worked and technically
challenged judge is another matter.
This is especially true given the expense of collecting, reviewing, and culling
the client’s own electronically stored information (ESI) and, even worse, the
defendant’s ESI. Cases with e-mail among several parties over even short
periods involve discovery costs (consultant and lawyer fees) in the $5,000 to
$10,000 range, while cases involving large companies, many employees, and
years of relevant communications can consume hundreds of thousands of
dollars in collection, and relevancy and privilege review.
Attorneys Can Educate Themselves and Their Clients on Cyberlaw
Issues
Attorney Education
For the past ten years, continuing legal education (CLE) providers have
flooded the market with programs on cyberlaw and electronic discovery.
Both basic primers and comprehensive tomes on the law are available for
reasonable cost. A lawyer who is interested in expanding her practice in this
area also should take advantage of blogs and feeds from the national law
firms that are generous enough to publicize and expound on significant
developments within days of their occurrence. Even a rudimentary Google
or Bing search will produce excellent results. For e-discovery issues, the
Sedona Conference is an excellent source. http://www.thesedona
conference.org
The most daunting aspect of self-education may be the unfamiliar language
that meets the student. Without being unduly cynical, it is our opinion that
much of the mystery of cyberlaw comes from the jargon, or
“technobabble,” used to hide simplicity from the uninformed. Wikipedia
defines technobabble as “a form of prose using jargon, buzzwords and
highly esoteric language to give an impression of plausibility through
mystification, misdirection, and obfuscation.” http://en.wikipedia.org/
wiki/Technobabble. Of course, the use of acronyms and technical terms is
to be applauded when it saves time and adds precision. But the lawyer and
uninitiated client should not be shy in challenging unfamiliar terms.
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Again, a small investment in becoming familiar with jargon can reap great
rewards, both in dispelling legal obfuscation in technical matters and in the
understanding of your own technical clients. Thus, counsel can make
herself a hero by translating for the local doctors, construction executives,
and car dealers on the local bank board acronyms from IAM (i.e., identity
access management system, a framework for business processes that
facilitates the management of electronic identities) to UBL (universal
business language, a royalty-free set of documents based on the ebXML
(Electronic Business XML) Core Components Technical Specification, also
known as ISO 15000-5).
Client Education
Client education is a two-way street. First, the client educates the lawyer on
the client’s cyber-risk profile, and then the lawyer educates the client on
identifying and mitigating the legal risks created by that profile. Thus, client
education starts with the lawyer learning how this client is different.
Another key aspect of client education is to appreciate the internal
dynamics that may affect communication between client and lawyer. No
matter how sophisticated a client is about technology, the lawyer should not
assume that the client’s executive management has accurately evaluated
cyberlaw issues or legal/cyber-risk. Instead, executive management may be
hampered in bridging language and risk perception gaps between different
constituencies within the organization or among advisors and consultants.
This is not a new phenomenon. Before cyberspace, lawyers often assisted
clients in resolving internal conflicts by decoding the language and the
different perceptions of sales versus manufacturing or finance versus
research and development. As a specialist in analysis and advocacy, lawyers
are particularly adept at mediating such internal dysfunction. In today’s
world of constantly increasing IT costs, gaps in insurance for cyber-risk,
and pressure to control legal costs, the need for targeted and cost-effective
client education has never been greater.
Conclusion
The collaborations among government, corporate, and private-sector
partners must be enhanced to include an increased role from the bar. Legal
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minds from law schools, law firms, corporate legal departments, the
judiciary, and other areas must be equal partners with the government and
private sector to battle cyber threats in ways that leverage protections under
the law, but that avoid compromising civil liberties.
Additionally, lawyers across different disciplines must step up and become
more attuned to their clients’ businesses, interests, and needs. At the same
time, they must also sharpen their understanding of cyberspace, cyber
security, and cyberlaw issues, along with the risks and opportunities that
these issues present to their clients. Legal organizations, such as the
American Bar Association (ABA) Cyber security, Privacy, and Data
Protection Committee, are excellent resources for lawyers to keep abreast
of relevant cyberspace, cyber security, and cyberlaw issues, including
relevant legislative initiatives. (ABA Cyber security, Privacy and Data
Protection Committee, available at http://www.abanet.org/dch/
committee.cfm?com=PC802500 (last visited August 2010)). Also, Web sites
such as www.ussecurityawareness.org provide checklists for organizations
to follow to analyze their security risk levels.
Through expanded public-private partnerships, increased awareness, and
use of available resources, we will be better positioned to identify, confront,
and neutralize the cyberspace threats that threaten our national security and
our way of life.
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